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Enhancement - Body Content Accessibility Checker

Y ou know our platform code is accessible to users with disabilities, but how accessible is the content you write for
those pages? Weve now made it much easier for you to test and improve on the accessibility of your page content.

As part of our continued efforts to increase the accessibility of our platform content, we?ve added an Accessibility
Checker to the WY SIWY G toolbar for Body content. Simply click the last icon on the second row of the toolbar to run
an accessibility checker across your text.

New Feature: Report of Least Viewed Content

Ever wonder which pages on your website are viewed the least? Now content editors can log into their websites and go
to Site Reportsto see reports of the pages with the least views according to Google Analytics over the past month.

The reports are broken into two sections:

e 100 Least Viewed Site Pages and Index Lists



e 100 Least Viewed for any other content types (such as Press Rel eases)

Whether it?s deleting unread pages or re-writing some of it and placing it more prominently on the website so it gets
more views, armed with this data, savvy content managers can more quickly determine what should be done with the
content that isn?t being seen.

Security Update to Webforms

Recently, our hosting vendors brought a security concern to our attention around the use of the File Upload field within
webforms. The explanation from our vendors isthat if awebform accepts file uploads to a ?public? file storage, an
anonymous user can upload a malicious file and then go directly to that file storage URL to access it and run malicious
code. The form does not have to be submitted. Assoon asit isuploaded, it isavailable.

To mitigate this risk and recognize other security risks with file uploads, we have taken the following steps on our
platform:

e Filefields from Webforms with an Upload destination set to Public fileswill only be permitted to accept
JPG, GIF, TIFF, PNG, or PDF file types.

¢ Filefieldsthat need to accept any other file type must be set to save the files to the Private files destination.
Note that when files are saved to "Private files," the form recipient will need to log into Drupal to accessthe

file(s).

Both the Upload destination and the Allowed file extensions settings are available when you edit aFilefieldina
webform.

This month we worked with any agencies who were identified as having webforms that did not meet the above
requirements. Any forms that do not match these needs will be disabled until they are fixed to adhere to security
standards.

Webform File Precautions

The best policy for each agency to takeisto only request and accept files of type JPG, GIF, TIFF, PNG, or PDF from
awebform submission, and additionally to set the upload destination to Private files.

We also want to take this opportunity to make sure agency employees are aware of the risks associated with
downloading and opening files such as Excel and Word files from unknown sources. Many file types can contain
malicious code - including Excel and Word filesin the form of macros.

Agencies who choose to solicit submissions viaform fields should consider this and use necessary precautions to
protect their computers.

L ocations | mprovements

In our last release we added new listing pages and details to our Locations content type. This release includes afew
more improvements to those pages, including:



e Removed the default intro text on Find Locations map pages (you can still contact usto add intro text on
those pages).

e Adjusting styling on table listing headers so the colors match the site?s theme

e Fixed an issue where the right column was floating down below the listing pages

Bug Fixes

e Fixed an issue on homepage boxes where users couldn? edit content in some fields.
e Fixed anissue with the link to View All Upcoming Events on the Events blocks on child sites so they point
correctly to the child site?s Events page.

Agency Specific Updates

e Adding Location Wait Timesfor DDS
e Fixed an issue where the left menu is showing on some Location listing pages where it should not

Stuff that will make our developers happy

Added a module that will help the development teams get a better view of the settings and modules enabled on each site
of our broad platform to better manage the platform as awhole.
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